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Osnove konfiguracije 1 koriStenje




Uvod

m Princip vatrozida

B Osnovna zadaca vatrozida?

m Netfilter 1 njegove glavne odlike




Osnovno mrezno ﬁltriranje
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lL.anci

m Zadaju se preko programa “iptables™

m Kreiranje 1 brisanje lanaca

m Dodavanje 1 brisanje pravila u lancu




Specificiranje pravila

B /avrsno pravilo
B Odabir izvorisne 1 odredisne adrese

m Odabir inverzije/negacije




Specificiranje pravila

m Odabir mreznog sucelja
m Portovi

® Fragment




Specificiranje pravila

m Pracenje stanja

m Mete




Jednostavan vatrozid

iptables -P INPUT DROP

iptables -A INPUT -s 127.0.0.1 -) ACCEPT

iptables -A INPUT -p TCP -m state —state ESTABLISHED,RELATED — ACCEPT
iptables -A INPUT -p TCP -d 192.168.0.0/24 -i ethO -j ACCEPT
iptables -A INPUT -p UDP -d 192.168.0.0/24 -i ethO -j ACCEPT
iptables -A INPUT -p ICMP -d 192.168.0.0/24 -i eth0O -j ACCEPT
iptables -P OUTPUT DROP

iptables -A OUTPUT -s 127.0.0.1 -j ACCEPT

iptables -A OUTPUT -d 192.168.0.0/24 -j ACCEPT

iptables -A OUTPUT -p TCP -d 192.168.1.2 —dport mail -} ACCEPT
iptables -A OUTPUT -p TCP —dport 80 -j ACCEPT

iptables -A OUTPUT -p TCP —dport 443 - ACCEPT

iptables -A OUTPUT -p UDP —dport 53 - ACCEPT




Prosirenja

m Prosirenja za TCP
m Prosirenja za UDP

m Prosirenja za ICMP
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mac

“owner’’

“limit”

“state’

Dodatni testovi
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NAT

® Sto je NAT?

m Podesavanje NAT-a
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Ulgzni paketi
—

FREAOLTING

Llzzni paketi

Izgled NAT-a

Oelluka
%]
usmjeravanju

FORWARD

Lokalni procesi

FOSTROUTING

[Z ;) Cdlezni paketi
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Ddlazi paksti
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A History and Survey of Network Firewalls,

Kenneth Ingram, Stephanie Forrest,

http:/ /www.cs.unm.edu/~treport/tr/02-12 /firewall.pdf
Wikipedia — Firewall(networking)
http://en.wikipedia.org/wiki/Firewall (networking)
Wikipedia — Stateless firewall
http://en.wikipedia.org/wiki/Stateless firewall
Connection Tracking @ kalamazoolinux.org

http:/ /www.kalamazoolinux.org/presentations /20010417 / conntrack.html
Wikipedia — Stateful firewall
http://en.wikipedia.org/wiki/Stateful firewall
NetFilter.org

http:/ /www.netfilter.org/

Oscar Andreasson's IPTables tutorial

http:/ /iptables-tutorial.frozentux.net/iptables-tutorial.html
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